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How do | create a new APl key?

Purpose: To teach you how to create a new application programming interface (API) key to start you on the process of setting up integrations in
BambooHR.
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Click on your profile picture in the bottom left corner of your account and select AP/ Keys (depending on your account setup, this option may show as
" . Wi Chat with an Expert
My Device & APl Keys" instead).
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Click +Add New Key.

@ The access allowed by each APl key is based on the access level (/s/article/587372) of the user who generated it. Read more details below

on setting up a custom access level for integrations.

Generate your API key
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This name can be anything. It's just a way for you to keep track of your AP| Keys.

Cancel Generate Key

Name the API key to help you identify and disable it when necessary. Click Generate Key. From here, the APl key will be generated.

Copy an APl key
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You can have multiple API keys associated with a user at the same time. An API key will only appear during the process of creation. If you do not copy

or have misplaced the key, you will need to create a new key.



/\ Please note that BambooHR cannot retrieve the key because it is encrypted within our system for security purposes.

APl keys in Settings
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Full Admin users and Account Owners can see a list of all API keys in Settings > Account > APl Management.

¥ Create an API key for integrations
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Start this process by creating a custom access level (/s/article/560703) that only includes access to the fields needed for the integration. A created

API key will have the same amount of access as the user who created it. When first setting up the custom access level, the API key will not have

access to information more than necessary.



Set up a non-employee user
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Go to the specific custom access level and select Add a Non-Employee Userfrom the action menu. You can then enter the first name, last name,

and email address of the user. Once you create the user, you can assign them to the custom access level.

. If necessary, you can create an email alias for the integration to connect to your original email address. For example, your regular email

address is pandabear@bamboohr.com (mailto:pandabear@bamboohr.com), and you want to create a non-employee user with the same

address, you can use an email alias such as pandabear+integration@bamboohr.com (mailto:pandabear+integration@bamboohr.com).

Create the APl key

Log in as the non-employee user and create an APl key for the integration (as explained above). In this way, the API key will only have the same

access capabilities as the non-employee user you have created.

Was this article helpful?
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See Related Articles below for more info on similar topics.

Related Articles

API Keys (/s/article/1409595)

Create a New Password (/s/article/587633)

BambooHR API (/s/article/587841)

Create a New Hire Packet Template (/s/article/1376515)




API Error Code Definitions (/s/article/587843)

BambooHR Status Product Feedback
(https://status.bamboohr.com/) (https://docs.google.com/a/bamboohr.com/forms/d/e/1FAIpQLSdOOoug3T3ADd
Have thoughts? Please share!



